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Background 

• 23 year professional in the 
Information Security Field 

• 11 years at NASA Ames, 15 
years at Cisco 

• Avid participant, speaker, 
teacher, influencer and 
evangelist in the cyber security 
industry for over 20 years 

• All aspects of security (privacy, 
host, infrastructure, applications) 

• Spent last 4 years securing 
employee workforce data & 
applications at Cisco 

• Its is all about “building it in and 
not bolting it on” 

“My passion is to develop and build 
the next generation of cyber security 
professionals through innovative, 
relevant and collaborative training.   
Tribal knowledge doesn’t work. 
Information and expertise must be 
shared and codified if we, as an 
industry, are to outpace the well-
connected and highly-skilled cyber 
underground” 



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 3 



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 4 

•  The technical, privacy and security challenges with EHR and HIE are no 
different from  Personal HR data (Safe Harbor) and PCI compliance.  Is 
there really more at stake? 

•  The Health IT industry is relatively young and will face many of the same 
challenge as above. 

•  AARA may result in people joining “the party” before they are ready (i.e. 
knowledgeable about risks and secure). 

•  Compliance and Privacy does not mean security…  Layers and levels 

•  End to end architecture & security must be a focus – endpoints are a 
risk. 

•  Security must be “built in” and not “bolted on” 

•  Strong partnerships with technical teams (architecture, networking & 
security) is needed from the beginning. 

•  Medical professionals & IT people working in medical environments 
must be more aware of the threats and changing landscape 
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Multiple Paths to Compromise… 
Vulnerable applications allow 
attacks through defense-n-depth 
technologies 

Insufficient defense-n-depth 
allows attacks despite well  
secured applications. 

It’s  inevitable… 
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• Infrastructure Gaps 
• Configuration Errors 
• Architecture Misses 
• Coding Errors 
• Data Governance Issues 
• Broken Processes 
• Incidental Data Exposure 
• Insecure Transmission 
• Insecure Storage Points 
• Users & Decision Makers 

Many Places Where 
Things Are Going Wrong... 
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Security must be 
part of the DNA  

That means: 
Built in, not Bolted on… 



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 8 Cisco Confidential © 2010 Cisco and/or its affiliates. All rights reserved. 8 

•  Strong, Multi-factor 
Authentication 

•  Identity Management System 
•  File Encryption Technology 
•  Encryption Technology 
•  Data Centric Controls 
•  Network Firewalls 
•  Application Firewall 
•  Malware Defense 
•  SIMS 
•  IDS/IPS 
•  OS and Application Hardening 
•  Runtime/execution restrictions 
•  Application Vulnerability 

Testing 

•  Standards 
•  Policies 
•  Imperatives 
•  Templates 
•  Training  
•  Awareness 
•  Governance 

  Ownership 
  Knowledge 
  Partnerships 
  Visibility 
  Informed Decisions 

Security DNA Building Blocks 
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Thank you. 


